Cybersecurity Grade 12 Semester 1 Module 10 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	Early computers were not connected to a:

	server

database

network

application

	Correct. When computers were first invented, they weren’t connected to any network.

	Incorrect. When computers were first invented, they weren’t connected to any network.

	I will be able to describe a complex system in relation to cybersecurity. 
	10 Challenges of Interconnected Systems
	Section A: Complex Systems

	2
	What does every employee in a modern organization typically have?

	their own employee device

access to a single computer shared among multiple employees

access to a massive, central computer

access to hundreds or thousands of computers

	Correct. Every employee has their own desktop or laptop, mobile device, and potentially other devices
connected to the corporate network.

	Incorrect. Every employee has their own desktop or laptop, mobile device, and potentially other devices
connected to the corporate network.

	I will be able to describe a complex system in relation to cybersecurity.
	10 Challenges of Interconnected Systems
	Section A: Complex Systems

	3
	What are examples of network infrastructure devices?

	WiFi passwords and MFA tokens

routers, firewalls, cables, and switches

keyboard, wireless mouse, and monitor

malware, viruses, and attack vectors


	Correct. Common network infrastructure devices are routers, firewalls, cables, and switches.

	Incorrect. Common network infrastructure devices are routers, firewalls, cables, and switches.

	I will be able to explain how complexity impacts the failure of cybersystems. 
	10 Challenges of Interconnected Systems
	Section B: Impacts of Complex Systems

	4
	What is an attack vector?

	a type of cyberattack

a secured server

a method that a cyber attacker uses to gain unauthorized access to a
system or network

a security tool for protecting websites against an attack

	Correct. The more systems there are – and the more interconnected they are – the more potential attack
vectors a hacker can take advantage of.

	Incorrect. The more systems there are – and the more interconnected they are – the more potential attack
vectors a hacker can take advantage of.

	I will be able to explain how complexity impacts the failure of cybersystems. 
	10 Challenges of Interconnected Systems
	Section B: Impacts of Complex Systems

	5
	Why is protecting companies against attacks difficult?
	due to the decrease in potential attack vectors

due to the simplicity of its environments

due to the absence of third-party components

due to the interconnected and vulnerable systems

	Correct. With many vulnerable, interconnected systems, there are multiple potential vectors that an attacker can use to gain access to an organization. As a result, security teams have a difficult task in front of them: protecting their companies against attack.

	Incorrect. With many vulnerable, interconnected systems, there are multiple potential vectors that an attacker can use to gain access to an organization. As a result, security teams have a difficult task in front of them: protecting their companies against attack.

	I will be able to describe how third-party dependence can lead to cybersecurity challenges.
	10 Challenges of Interconnected Systems
	Section C: Interconnectivity and Third-party Dependence

	6
	What happens in a supply chain attack?

	Third-party components only are targeted.

An organization’s IoT devices are targeted.

One organization is targeted and used to gain access to others.

Multiple organizations are targeted at the same time.

	Correct. A supply chain attack targets one organization and then uses it to gain access to other companies.

	Incorrect. A supply chain attack targets one organization and then uses it to gain access to other companies.

	I will be able to describe how third-party dependence can lead to cybersecurity challenges.
	10 Challenges of Interconnected Systems
	Section C: Interconnectivity and Third-party Dependence



