Cybersecurity Grade 12 Semester 1 Module 11 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	Which of the following is a significant threat to the availability of a website?

	business continuity plan

low-quality equipment

no internet connection

HVAC unit failure

	Correct. A website needs a functional computer, an internet connection, and power to remain online and available.

	Incorrect. A website needs a functional computer, an internet connection, and power to remain online and available.

	I will be able to identify the ways in which natural events and unintentional errors can cause a system to fail.
	11 Cyber Complexity Impacts
	Section A: Natural Cybersecurity Disasters

	2
	What could result in a server shutting down, breaking, or melting?

	business continuity plan failure

HVAC unit failure

normal operations

cybersecurity protocols

	Correct. A failed HVAC (Heating, Ventilation, and Air Conditioning) unit in the server room could result in the server shutting down, breaking, or melting.

	Incorrect. A failed HVAC (Heating, Ventilation, and Air Conditioning) unit in the server room could result in the server shutting down, breaking, or melting.


	I will be able to identify the ways in which natural events and unintentional errors can cause a system to fail.
	11 Cyber Complexity Impacts
	Section A: Natural Cybersecurity Disasters

	3
	What makes unintentional events easier to address?

	the lack of potential impact

the ability to detect them

the absence of an intelligent adversary

the limited impact on IT systems

	Correct. In the case of natural disasters and other unintentional events, there is not an intelligent adversary trying to prevent the issue from being fixed.

	Incorrect. In the case of natural disasters and other unintentional events, there is not an intelligent adversary trying to prevent the issue from being fixed.

	I will be able to analyze how adversaries exploit the complexity of the internet to their advantage.
	11 Cyber Complexity Impacts
	Section B: Human-driven Cyberattacks

	4
	What is as a potential persistence mechanism for
malware?

	redundancy planning

scheduled tasks for relaunching

business continuity plans

HVAC unit maintenance

	Correct. For example, an attacker could set up a scheduled task that redownloads and relaunches the malware after a computer has been restarted.

	Incorrect. For example, an attacker could set up a scheduled task that redownloads and relaunches the malware after a computer has been restarted.

	I will be able to analyze how adversaries exploit the complexity of the internet to their advantage.
	11 Cyber Complexity Impacts
	Section B: Human-driven Cyberattacks

	5
	How is the field of cybersecurity evolving?
	It’s a static cycle.

It’s constantly evolving as attackers and defenders
adapt.

There are now fewer opportunities for innovation.

There is a lack of potential career growth.

	Correct. The field of cybersecurity is often a vicious cycle between the cyber attackers and defenders. When the attackers identify a new potential vulnerability or attack vector to exploit, defenders learn about this new technique and put new protections in place. Then, attackers examine these new defenses and create new methods for bypassing or overcoming them.

	Incorrect. The field of cybersecurity is often a vicious cycle between the cyber attackers and defenders. When the attackers identify a new potential vulnerability or attack vector to exploit, defenders learn about this new technique and put new protections in place. Then, attackers examine these new defenses and create new methods for bypassing or overcoming them.

	I will be able to identify how cybersecurity jobs and careers have changed due to adversaries using the internet.
	11 Cyber Complexity Impacts
	Section C: Career Impacts

	6
	What role does a cybersecurity researcher play in the field?


	developing malware for cyberattacks

testing an organization’s security

investigating cybercrimes and analyzing malware

protecting an organization’s IT environment

	Correct. The role of a cybercrime investigator, who is responsible for learning about the latest cyber threats and developing ways to detect and block them.

	Incorrect. The role of a cybercrime investigator, who is responsible for learning about the latest cyber threats and developing ways to detect and block them.

	I will be able to identify how cybersecurity jobs and careers have changed due to adversaries using the internet.
	11 Cyber Complexity Impacts
	Section C: Career Impacts



