Cybersecurity Grade 12 Semester 1 Module 12 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	Why do many security teams struggle to invest in security tools?

	a lack of skilled personnel

misaligned company priorities

an excessive budget allocation

overemphasis on business profits

	Correct. Strong cybersecurity costs money, and money spent on cybersecurity can’t be used for other purposes. Many corporate security teams struggle to get the budget and resources required to protect their organization against cyber threats.

	Incorrect. Strong cybersecurity costs money, and money spent on cybersecurity can’t be used for other purposes. Many corporate security teams struggle to get the budget and resources required to protect their organization against cyber threats.

	I will be able to analyze the importance of investing in cybersecurity. 
	12 Economic Value of Cybersecurity 
	Section A: Cybersecurity Investment

	2
	What cybersecurity strategy can help secure an organization’s data?
	software implementation strategy

encryption regulation strategy

data loss prevention strategy

misaligned incentives strategy

	Correct. A data loss prevention program can help secure data from disappearance, leakage, and damage.

	Incorrect. A data loss prevention program can help secure data from disappearance, leakage, and damage.

	I will be able to analyze the importance of investing in cybersecurity. 
	12 Economic Value of Cybersecurity
	Section A: Cybersecurity Investment

	3
	Why is deploying a patch for an exploited vulnerability costly?

	It requires extensive legal procedures.

It distracts the development team.

A patch is more expensive than building the security in at the beginning.

Patches are inexpensive to develop.

	Correct. Data breaches are expensive to resolve and quickly creating and deploying a patch for an actively exploited vulnerability is distracting and costly for the organization. If security is “bolted on,” it is often less effective and more expensive than if security was built into the system from the start.

	Incorrect. Data breaches are expensive to resolve and quickly creating and deploying a patch for an actively exploited vulnerability is distracting and costly for the organization. If security is “bolted on,” it is often less effective and more expensive than if security was built into the system from the start.

	I will be able to explain how economic forces influence the cybersecurity choices.
	12 Economic Value of Cybersecurity
	Section B: Security by Design 

	4
	Why might software contain vulnerabilities?
	overqualified developers

development can be too time-consuming

sufficient testing after deployment

focus on security rather than features

	Correct. The reason why vulnerabilities in production software are common is because of misaligned
incentives. Developers are paid to write and release code as quickly and cost-effectively as possible. The security testing required to fix vulnerabilities during development can be time-consuming and delay release dates.

	Incorrect. The reason why vulnerabilities in production software are common is because of misaligned
incentives. Developers are paid to write and release code as quickly and cost-effectively as possible. The security testing required to fix vulnerabilities during development can be time-consuming and delay release dates.

	I will be able to explain how economic forces influence the cybersecurity choices.
	12 Economic Value of Cybersecurity
	Section B: Security by Design

	5
	How can companies increase their profits?

	by cutting costs only

by decreasing prices

by reducing the number of goods or services they provide

by acquiring more customers and cutting costs

	Correct. Companies can increase their profits by acquiring more customers, increasing their prices, opening new revenue streams, and cutting costs where possible.

	Incorrect. Companies can increase their profits by acquiring more customers, increasing their prices, opening new revenue streams, and cutting costs where possible.

	I will be able to identify how economics shapes the choices made by consumers.
	12 Economic Value of Cybersecurity
	Section C: Consumer Economics

	6
	Which of the following is a profit-generating practice in the tech
industry?

	reducing customer base

increasing data security

monetizing customer data

eliminating revenue streams

	Correct. One common practice in the tech industry is to monetize the customers themselves.

	Incorrect. One common practice in the tech industry is to monetize the customers themselves.

	I will be able to identify how economics shapes the choices made by consumers.
	12 Economic Value of Cybersecurity
	Section C: Consumer Economics



