Cybersecurity Grade 12 Semester 1 Module 1 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	What was the estimated global cost of cyberattacks
in 2023?
	30 million Saudi Arabian riyals

30 billion Saudi Arabian riyals

30 trillion Saudi Arabian riyals

30 quadrillion Saudi Arabian riyals

	Correct. The estimated global cost of cyberattacks in 2023 was 30 trillion Saudi Arabian
riyals.

	Incorrect. The estimated global cost of cyberattacks in 2023 was 30 trillion Saudi Arabian
riyals.
	I will be able to explain how cybersecurity has an impact on my world.
	1 Cybersecurity and Society
	Section A: Cybersecurity and You

	2
	What is one potential consequence of ransomware
infections targeting hospitals?
	enhanced patient care

cancelled surgeries and services

increased elective surgeries

improved hospital operations

	Correct. Ransomware encrypts data, often leading to cancelled surgeries and service
shutdowns in hospitals.

	Incorrect. Ransomware encrypts data, often leading to cancelled surgeries and service
shutdowns in hospitals.

	I will be able to explain how cybersecurity has an impact on my world.
	1 Cybersecurity and Society
	Section A: Cybersecurity and You

	3
	According to the rules of computer ethics, which of
the following is an example of using a computer to
harm others?
	sending fake emails to trick someone

sharing information online without permission

downloading malware onto a computer

taking time to consider the consequences
of your actions

	Correct. Sending fake emails, known as phishing, is an example of using a computer to
harm others, as it can trick individuals into giving away sensitive information.

	Incorrect. Sending fake emails, known as phishing, is an example of using a computer to
harm others, as it can trick individuals into giving away sensitive information.

	I will be able to explain why ethics are crucial to cybersecurity.
	1 Cybersecurity and Society
	Section B: Ethics and Responsibility 

	4
	Why is it important to obtain proper authorization
before accessing restricted data?

	It speeds up the process of data access.

Unauthorized access violates ethical standards.

Unauthorized access is legal in some cases.

Restricted data is public information.
	Correct. Obtaining proper authorization before accessing restricted data is important.
It ensures that individuals do not access information they are not authorized
to view.

	Incorrect. Obtaining proper authorization before accessing restricted data is important.
It ensures that individuals do not access information they are not authorized
to view.

	I will be able to explain why ethics are crucial to cybersecurity.
	1 Cybersecurity and Society
	Section B: Ethics and Responsibility

	5
	What is the primary challenge faced by the global
cybersecurity workforce?

	lack of diversity

high turnover rate

shortage of professionals

too many training programs

	Correct. The main challenge that the cybersecurity workforce is facing is a shortage of
trained professionals entering the field.

	Incorrect. The main challenge that the cybersecurity workforce is facing is a shortage of
trained professionals entering the field.

	I will be able to identify cybersecurity careers and the impact they have on our lives.
	1 Cybersecurity and Society
	Section C: Introduction to Cyber Careers

	6
	What is the role of the Saudi National Cybersecurity
Authority (NCA) in addressing the workforce gap in
Saudi Arabia?

	providing technical support to organizations

building the national cybersecurity workforce

developing cybersecurity software

conducting risk assessments

	Correct. The NCA is leading the national effort to protect Saudi Arabia’s cyber space,
which includes building the national cybersecurity workforce, developing
education and training programs, and setting professional standards.

	Incorrect. The NCA is leading the national effort to protect Saudi Arabia’s cyber space,
which includes building the national cybersecurity workforce, developing
education and training programs, and setting professional standards.

	I will be able to identify cybersecurity careers and the impact they have on our lives.
	1 Cybersecurity and Society
	Section C: Introduction to Cyber Careers



