Cybersecurity Grade 12 Semester 1 Module 2 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	What are the fundamental elements
of information assets?

	programs and software

data and databases

websites and web applications

networks and cybersecurity tools

	Correct. The fundamental elements of information assets are data and databases.
	Incorrect. The fundamental elements of information assets are data and databases.

	I will be able to explain what an information asset is.
	2 Data Protection
	Section A: Information Assets

	2
	How are passwords similar to house keys?

	They are both expensive.

They are both complex to create.

They are both easy to replace.

They both have the ability to control access.

	Correct. Passwords are similar to house keys because they both have the ability to control access.

	Incorrect. Passwords are similar to house keys because they both have the ability to control access.
	I will be able to explain what an information asset is.
	2 Data Protection
	Section A: Information Assets

	3
	What is the definition of a vulnerability?

	an intentional action by an attacker

a weakness in a system that can be exploited

malicious activity meant to collect information

malware designed to compromise a network

	Correct. The definition of a vulnerability is a weakness in a system that can be exploited.

	Incorrect. The definition of a vulnerability is a weakness in a system that can be exploited.

	I will be able to differentiate between threats, vulnerabilities, and attacks.
	2 Data Protection
	Section B: Threats, Vulnerabilities, and Attacks

	4
	What is the primary difference between
a threat and an attack?

	Threats involve intentional actions, while attacks are accidental.

Threats are caused by unintentional errors, while attacks are always intentional.

Threats are potentially harmful events, while attacks are intentional actions.

Threats are weaknesses in a system, while attacks
exploit vulnerabilities.

	Correct. The primary difference between a threat and an attack is that threats are potentially harmful events, while attacks are intentional actions.

	Incorrect. The primary difference between a threat and an attack is that threats are potentially harmful events, while attacks are intentional actions.

	I will be able to differentiate between threats, vulnerabilities, and attacks.
	2 Data Protection
	Section B: Threats, Vulnerabilities, and Attacks

	5
	How do organizations commonly prioritize
threats in cybersecurity programs?

	by evaluating the geographical location of the threats

based on the size of the threat in terms of data

using a combination of likelihood and impact
assessment

by focusing on the speed at which the threat spreads

	Correct. Organizations commonly prioritize threats in cybersecurity programs using a combination of likelihood and impact assessment.

	Incorrect. Organizations commonly prioritize threats in cybersecurity programs using a combination of likelihood and impact assessment.

	I will be able to consider the prioritization of the protection of information assets.
	2 Data Protection
	Section C: Protection of Information Assets

	6
	What does the term “likelihood” refer to in the context of evaluating threats?

	the extent of damage caused by a threat

the possibility of a specific threat occurring

the measure of vulnerability in a system

the overall risk level posed by a threat

	Correct. The term “likelihood” refers to the possibility of a specific threat occurring, in the context of evaluating threats. 
	Incorrect. The term “likelihood” refers to the possibility of a specific threat occurring, in the context of evaluating threats. 
	I will be able to consider the prioritization of the protection of information assets.
	2 Data Protection
	Section C: Protection of Information Assets



