Cybersecurity Grade 12 Semester 1 Module 4 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	What is the main focus of a cybersecurity system that emphasizes
resilience?

	implementing strict access controls

anticipating, adapting, and recovering from cyberattacks

allowing users to customize their settings

providing detailed documentation on security protocols

	Correct. The main focus of a cybersecurity system that emphasizes resilience is anticipating, adapting, and
recovering from potential cyberattacks.

	Incorrect. The main focus of a cybersecurity system that emphasizes resilience is anticipating, adapting, and
recovering from potential cyberattacks.

	I will be able to understand transparency, autonomy, resilience, and security in relation to cybersecurity.
	4 Impacts of Your Digital Presence
	Section A: Impacts of Cybersecurity

	2
	Why is transparency important in cybersecurity?
	It gives users unlimited autonomy.

It fosters a culture of secrecy.

It restricts information access to a select few.

It builds trust and awareness of security measures.

	Correct. Building trust and awareness of security measures is fundamental for the concept of transparency.

	Incorrect. Building trust and awareness of security measures is fundamental for the concept of transparency.

	I will be able to understand transparency, autonomy, resilience, and security in relation to cybersecurity.
	4 Impacts of Your Digital Presence
	Section A: Impacts of Cybersecurity

	3
	What contributes to the permanence of digital footprints?

	website archives

personalized data

internet trackers

birth certificates 
	Correct. Website archives, such as the Internet Archive Wayback Machine, contribute to the permanence of
digital footprints by storing historical versions of websites, potentially including user activity.

	Incorrect. Website archives, such as the Internet Archive Wayback Machine, contribute to the permanence of
digital footprints by storing historical versions of websites, potentially including user activity.

	I will be able to explain the risks and impacts of leaving a digital footprint.
	4 Impacts of Your Digital Presence
	Section B: Our Digital Footprint 

	4
	How do companies use personalized data obtained from users’
online activities?

	They build profiles for their own use.

They influence users.

They sell to other companies.

All answers are correct.

	Correct. Companies use personalized data for a variety of reasons, including building user profiles, selling data to other companies, and influencing users based on their online activities.

	Incorrect. Companies use personalized data for a variety of reasons, including building user profiles, selling data to other companies, and influencing users based on their online activities.
	I will be able to explain the risks and impacts of leaving a digital footprint.
	4 Impacts of Your Digital Presence
	Section B: Our Digital Footprint

	5
	What does the term intellectual property refer to?

	financial investments

real estate and land

results of creative efforts

physical assets

	Correct. Intellectual property includes the results of creative efforts, such as artistic work, inventions, software, and written material.

	Incorrect. Intellectual property includes the results of creative efforts, such as artistic work, inventions, software, and written material.

	I will be able to understand the critical components of using intellectual property.
	4 Impacts of Your Digital Presence
	Section C: Intellectual Property

	6
	Why is intellectual property protected by copyright laws?

	It compensates individuals for their creative efforts.

It hinders innovation and the creative process.

It prevents people from sharing ideas among each other.

It restricts access to people’s creative work.

	Correct. Copyright laws protect intellectual property because individuals deserve compensation for the time
and effort invested in creating their work.

	Incorrect. Copyright laws protect intellectual property because individuals deserve compensation for the time
and effort invested in creating their work.

	I will be able to understand the critical components of using intellectual property.
	4 Impacts of Your Digital Presence
	Section C: Intellectual Property



