Cybersecurity Grade 12 Semester 1 Module 5 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	An advanced persistent threat (APT) is an example of:

	an insider threat

an external threat

a malware virus

a software application

	Correct. An advanced persistent threat (APT) is an external threat that has the skills and resources to
pose an ongoing threat to an organization.

	Incorrect. An advanced persistent threat (APT) is an external threat that has the skills and resources to
pose an ongoing threat to an organization.

	I will be able to understand and evaluate different threat sources.
	5 Risk Assessments
	Section A: Understanding Threat Sources

	2
	An employee mistake is an example of a(n):

	insider threat

hacking group

external threat

third-party threat

	Correct. An insider threat originates from within an organization and can include disgruntled or
departing employees and employee mistakes.

	Incorrect. An insider threat originates from within an organization and can include disgruntled or
departing employees and employee mistakes.

	I will be able to understand and evaluate different threat sources.
	5 Risk Assessments
	Section A: Understanding Threat Sources

	3
	Why is it important to identify threat sources and understand their
motivations?

	to prevent disloyal employees from betraying their organization

to implement effective strategies against different threat sources

to recognize weaknesses in computer systems

to prevent financial threats that harm thousands of people

	Correct. It is important for an organization to consider potential threat sources because that will affect
how to defend against them.

	Incorrect. It is important for an organization to consider potential threat sources because that will affect
how to defend against them.

	I will be able to understand standard cybersecurity testing and assessments.
	5 Risk Assessments
	Section B: Cybersecurity Assessments 

	4
	Which of the following is an example of an ineffective security feature?

	large windows

thick walls

a single entrance

security guards

	Correct. Large windows provide easier access and make a building more vulnerable to threats.

	Incorrect. Large windows provide easier access and make a building more vulnerable to threats.

	I will be able to understand standard cybersecurity testing and assessments.
	5 Risk Assessments
	Section B: Cybersecurity Assessments

	5
	What is the best description of penetration testing?
	a broad, shallow look at potential security risks for an organization

an automated process that is very quick and simple to complete

a weakness or flaw in a system that can cause damage to an entire network

an in-depth exercise in which human testers look for vulnerabilities and
attempt to exploit them

	Correct. Penetration testing is an in-depth exercise in which human testers look for vulnerabilities and
attempt to exploit them.

	Incorrect. Penetration testing is an in-depth exercise in which human testers look for vulnerabilities and
attempt to exploit them.

	I will be able to understand how cybersecurity protections are evaluated and prioritized.
	5 Risk Assessments
	Section C: Evaluating Cybersecurity Protections

	6
	What is a key consideration for organizations when deciding whether to
implement cybersecurity protections?

	the type of software they use

the number of employees

the return on investment (ROI)

the length of time needed to implement the protection

	Correct. Organizations commonly make decisions on cybersecurity protections based on risk and the
potential return on investment (ROI).

	Incorrect. Organizations commonly make decisions on cybersecurity protections based on risk and the
potential return on investment (ROI).

	I will be able to understand how cybersecurity protections are evaluated and prioritized.
	5 Risk Assessments
	Section C: Evaluating Cybersecurity Protections



