Cybersecurity Grade 12 Semester 1 Module 6 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	What is a primary focus of the CIA triad in cybersecurity?

	researching cybersecurity threats

safeguarding data confidentiality

investing in malware attacks

analyzing ransomware tactics

	Correct. One of the primary objectives of the CIA triad is to safeguard the confidentiality of data and ensure that unauthorized access or disclosures do not occur.

	Incorrect. One of the primary objectives of the CIA triad is to safeguard the confidentiality of data and ensure that unauthorized access or disclosures do not occur.

	I will be able to understand confidentiality, integrity, and availability and identify some of the main threats to the CIA triad. 
	6 The CIA Triad
	Section A: Introduction to the CIA Triad

	2
	If a company gets attacked by malware and critical data is modified,
what has been threatened?

	data availability

data support

data integrity

data confidentiality

	Correct. When a company is attacked by malware that modifies critical data, it poses a significant threat to data integrity. Data integrity ensures that data remains accurate, unaltered, and trustworthy.

	Incorrect. When a company is attacked by malware that modifies critical data, it poses a significant threat to data integrity. Data integrity ensures that data remains accurate, unaltered, and trustworthy.

	I will be able to understand confidentiality, integrity, and availability and identify some of the main threats to the CIA triad. 
	6 The CIA Triad
	Section A: Introduction to the CIA Triad

	3
	What is a man-in-the-middle attack?

	when an attacker intercepts network traffic en route to its destination

when an attacker modifies data without authorization

when an attacker encrypts data to render it unusable

when an attacker gains unauthorized access to sensitive information


	Correct. A man-in-the-middle attack involves intercepting network traffic en route to its destination, enabling the attacker to eavesdrop or manipulate the communication.

	Incorrect. A man-in-the-middle attack involves intercepting network traffic en route to its destination, enabling the attacker to eavesdrop or manipulate the communication.

	I will be able to distinguish between threats to the CIA triad that are intentional and unintentional.
	6 The CIA Triad
	Section B: CIA Triad Threats 

	4
	What is an example of a human-driven event that can compromise data
integrity?

	a distributed denial-of-service (DDoS) attack

a modification of payment system information

a power outage at a data center

a phishing email

	Correct. Modifying sensitive information, such as payment system information, is an example of a human-driven event that can compromise data integrity.

	Incorrect. Modifying sensitive information, such as payment system information, is an example of a human-driven event that can compromise data integrity.

	I will be able to distinguish between threats to the CIA triad that are intentional and unintentional.
	6 The CIA Triad
	Section B: CIA Triad Threats

	5
	What are two common ways to ensure data confidentiality?

	encryption and access controls

digital signatures and message authentication codes

load balancing and data storage

redundancy and resilience

	Correct. Encryption and access controls are common ways to ensure data confidentiality.

	Incorrect. Encryption and access controls are common ways to ensure data confidentiality.

	I will be able to evaluate different methods of protecting information systems. 
	6 The CIA Triad
	Section C: Protecting the CIA Triad

	6
	How do message authentication codes contribute to keeping data
secure?

	They ensure data availability.

They guarantee integrity and authenticity during data transmission.

They only prevent intentional modifications to data.

They control access to encryption keys.

	Correct. Message authentication codes are checksums used to guarantee the integrity and authenticity of a digital message. They ensure the message wasn’t accidentally or intentionally modified during transmission.

	Incorrect. Message authentication codes are checksums used to guarantee the integrity and authenticity of a digital message. They ensure the message wasn’t accidentally or intentionally modified during transmission.

	I will be able to evaluate different methods of protecting information systems. 
	6 The CIA Triad
	Section C: Protecting the CIA Triad



