Cybersecurity Grade 12 Semester 1 Module 7 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	What is a potential benefit of effective cybersecurity?

	increased cyberattacks

data breaches

prevention of attacks

higher costs

	Correct. Effective cybersecurity can help to prevent attacks and make the internet safer for everyone.

	Incorrect. Effective cybersecurity can help to prevent attacks and make the internet safer for everyone.

	I will be able to evaluate CIA trade-offs, including privacy versus convenience and usability.
	7 CIA Impacts
	Section A: CIA Trade-offs

	2
	What is a common example of a trade-off in cybersecurity
mentioned in the text?

	strong passwords

end-to-end encryption

weak security measures

usability and convenience 
	Correct. One common example of a trade-off in cybersecurity is using end-to-end encryption.

	Incorrect. One common example of a trade-off in cybersecurity is using end-to-end encryption.

	I will be able to evaluate CIA trade-offs, including privacy versus convenience and usability.
	7 CIA Impacts
	Section A: CIA Trade-offs

	3
	Which of the following is a purpose of a company’s internal
cybersecurity policies?

	to promote competition with other companies

to protect itself from attacks

to share data with competitors

to encourage data theft

	Correct. These policies are driven by the company’s desire to protect itself from attacks and ensure that it maintains a competitive advantage.

	Incorrect. These policies are driven by the company’s desire to protect itself from attacks and ensure that it maintains a competitive advantage.

	I will be able to explain how global differences in the law impact the CIA triad.
	7 CIA Impacts
	Section B: CIA Globally 

	4
	Which of the following is a purpose of the GDPR?

	to make sure organizations protect people’s data

to promote unrestricted data collection

to allow the transfer of EU citizen data without restrictions

to encourage the sharing of sensitive data among companies

	Correct. The GDPR mandates that organizations limit their collection and use of sensitive customer data.

	Incorrect. The GDPR mandates that organizations limit their collection and use of sensitive customer data.

	I will be able to explain how global differences in the law impact the CIA triad.
	7 CIA Impacts
	Section B: CIA Globally

	5
	During which stage of the incident response process does the
incident response team try to stop the infection spreading
through the company’s IT system?

	preparation

containment

eradication

recovery


	Correct. Containment is focused on managing the spread of the infection through an organization’s
systems.

	Incorrect. Containment is focused on managing the spread of the infection through an organization’s
systems.

	I will be able to describe the incident response process.
	7 CIA Impacts
	Section C: Incident Response for CIA

	6
	What is the main role of the Security Operations Center (SOC) in
a cyber incident response?

	taking action to prepare for an incident

monitoring and protecting the organization’s IT system

using an antivirus to remove malware or restore infected systems

reviewing the company’s process

	Correct. The Security Operations Center (SOC) is responsible for monitoring and protecting the
organization’s IT systems. All the other options are examples of stages in the incident response
process.
	Incorrect. The Security Operations Center (SOC) is responsible for monitoring and protecting the
organization’s IT systems. All the other options are examples of stages in the incident response
process.
	I will be able to describe the incident response process.
	7 CIA Impacts
	Section C: Incident Response for CIA



