Cybersecurity Grade 12 Semester 1 Module 8 Assessment

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	When was a password first stolen in the first recorded
cybersecurity breach?

	1960s

1970s

1980s

1990s

	Correct. The first password breach was in 1962.

	Incorrect. The first password breach was in 1962.

	I will be able to talk about life before the internet and evaluate the impact the internet has had on society. 
	8 Cyber is Global
	Section A: Cyber Evolution

	2
	What motivates cybercriminals to carry out attacks?

	making money

causing disruption

spreading misinformation

All choices are correct.

	Correct. Cyberattacks have emerged as a means of causing disruption, spreading misinformation,
and making money.

	Incorrect. Cyberattacks have emerged as a means of causing disruption, spreading misinformation,
and making money.

	I will be able to talk about life before the internet and evaluate the impact the internet has had on society. 
	8 Cyber is Global
	Section A: Cyber Evolution

	3
	Which statement describes the ongoing relationship
between cyber attackers and cyber defenders?

	Attackers continually make change changes for larger attacks,
countered by defenders’ efforts to detect and prevent them.

Both sides collaborate closely to develop threats and protections.

Attackers focus on new vulnerabilities, while defenders refine
techniques.

Attackers and defenders remain static, with minimal progress
in techniques.

	Correct. The ongoing relationship reflects a constant back-and-forth between attackers and
defenders in the cybersecurity landscape. 

	Incorrect. The ongoing relationship reflects a constant back-and-forth between attackers and
defenders in the cybersecurity landscape. 

	I will be able to describe how cyber became global. 
	8 Cyber is Global
	Section B: Global Evolution of Cyber 

	4
	What is the main difference between modern cybercriminals
and early hackers?

	Modern cybercriminals focus on achieving specific goals through cyberattacks, while early hackers primarily aimed to show off their skills.

Modern cybercriminals focus on attacking private companies, while early hackers targeted government agencies.

Modern cybercriminals aim to donate money with their successful cyberattacks, while early hackers were focused on creating new attack tools.

Modern cyber criminals rely on outdated tools and techniques, while early hackers utilized advanced methods.

	Correct. Cyberattacks have changed over the years. Today, modern cybercriminals focus their
efforts on attack campaigns that are intended to achieve a specific goal. When cybercriminals
first started, their efforts were meant to show off their hacking skills.

	Incorrect. Cyberattacks have changed over the years. Today, modern cybercriminals focus their
efforts on attack campaigns that are intended to achieve a specific goal. When cybercriminals
first started, their efforts were meant to show off their hacking skills.

	I will be able to describe how cyber became global. 
	8 Cyber is Global
	Section B: Global Evolution of Cyber

	5
	Which of the following is a potential barrier to visiting websites regardless of physical geography?

	internet connection failure

using a self-contained intranet

being on a global network

working in digital forensics

	Correct. The internet is a global network. With a few exceptions, someone anywhere on Earth can
visit various websites and communicate with anyone with no regard for geography.

	Incorrect. The internet is a global network. With a few exceptions, someone anywhere on Earth can
visit various websites and communicate with anyone with no regard for geography.

	I will be able to explain challenges and side effects associated with global connectivity. 
	8 Cyber is Global
	Section C: Challenges of Global Connectivity

	6
	What would happen if each country had its own self-contained
intranet?

	Cybercriminals could collaborate across borders.

Cybercriminals wouldn’t have internet access.

Cyberattacks couldn’t cross political borders.

Cybercriminals would lack motivation.

	Correct. If each nation had its own, self-contained intranet, then cyberattacks couldn’t cross
political borders.

	Incorrect. If each nation had its own, self-contained intranet, then cyberattacks couldn’t cross
political borders.

	I will be able to explain challenges and side effects associated with global connectivity. 
	8 Cyber is Global
	Section C: Challenges of Global Connectivity



