Cybersecurity Grade 12 Mid-term and End-of-term Assessment Question Bank

	#
	Question
	Answer options
	Feedback for correct response
	Feedback for wrong response
	Related learning objective
	Module number and title
	Lesson number and title

	1
	Why is the Kingdom of Saudi Arabia recognized in the
field of cybersecurity?

	high Global Cybersecurity Index ranking

strong e-commerce presence

leading technological advancements

extensive critical infrastructure

	Correct. Saudi Arabia is ranked second in the ITU Global Cybersecurity Index.

	Incorrect. Saudi Arabia is ranked second in the ITU Global Cybersecurity Index.


	I will be able to explain how cybersecurity has an impact on my world.
	1 Cybersecurity and Society
	Section A: Cybersecurity and You

	2
	You are a cybersecurity professional responding to a
cyberattack on a business. What is your primary goal
in this situation?

	to enhance the business’s online image

to prevent future cyberattacks

to securely store sensitive data

to recover and restore normal operations

	Correct. The primary goal of a cybersecurity professional is to recover and restore normal business operations, minimizing the impact of the attack.

	Incorrect. The primary goal of a cybersecurity professional is to recover and restore normal business operations, minimizing the impact of the attack.

	I will be able to explain how cybersecurity has an impact on my world.
	1 Cybersecurity and Society
	Section A: Cybersecurity and You

	3
	Which of the following is considered stealing
someone else’s work in the context of computer
ethics?

	quoting and citing a source properly

downloading books, movies, or music legally

using someone else’s work as your own

purchasing copyrighted material

	Correct. Plagiarism, which involves using someone else’s work without giving proper credit, is considered stealing and violates computer ethics.

	Incorrect. Plagiarism, which involves using someone else’s work without giving proper credit, is considered stealing and violates computer ethics.

	I will be able to explain why ethics are crucial to cybersecurity.
	1 Cybersecurity and Society
	Section B: Ethics and Responsibility 

	4
	Disclosing private information to others without
proper permission violates which ethical standard?

	Never use a computer to harm other people.

Never attempt to access restricted data without
authorization.

Never use a computer to steal someone’s work.

Respect the privacy and personal information of others.

	Correct. All information about others needs to be treated as personal and private. Rule #4
prohibits disclosing private and personal information without authorization.

	Incorrect. All information about others needs to be treated as personal and private. Rule #4
prohibits disclosing private and personal information without authorization.

	I will be able to explain why ethics are crucial to cybersecurity.
	1 Cybersecurity and Society
	Section B: Ethics and Responsibility

	5
	What does the Saudi Cybersecurity Workforce
Framework (SCyWF) establish for each job role in
cybersecurity?

	only job titles

required certifications

educational background

a definition and requirements

	Correct. The SCyWF categorizes cybersecurity work in Saudi Arabia, defines job roles
within each category, and sets the requirements for each job role in terms of
tasks, knowledge, skills, and abilities.

	Incorrect. The SCyWF categorizes cybersecurity work in Saudi Arabia, defines job roles
within each category, and sets the requirements for each job role in terms of
tasks, knowledge, skills, and abilities.

	I will be able to identify cybersecurity careers and the impact they have on our lives.
	1 Cybersecurity and Society
	Section C: Introduction to Cyber Careers

	6
	What do certifications provide to cybersecurity
professionals?

	a shortcut to advanced degrees

a way to showcase knowledge to potential employers

guaranteed job placement

financial incentives

	Correct. Certifications demonstrate knowledge in a specific area of cybersecurity, and
professionals can include them on their résumé (CV).

	Incorrect. Certifications demonstrate knowledge in a specific area of cybersecurity, and
professionals can include them on their résumé (CV).

	I will be able to identify cybersecurity careers and the impact they have on our lives.
	1 Cybersecurity and Society
	Section C: Introduction to Cyber Careers

	7
	What is the primary goal of cybersecurity?
	securing information assets

safeguarding physical assets

ensuring safe internet browsing

protecting online applications

	Correct. Securing information assets is the primary goal of cybersecurity.
	Incorrect. Securing information assets is the primary goal of cybersecurity.

	I will be able to explain what an information asset is.
	2 Data Protection
	Section A: Information Assets

	8
	What is a database?

	valuable information we generate everyday

a cybersecurity initiative for threat responses

a generative tool for analyzing security efforts

a structured collection of data

	Correct. A database is a structured collection of data.
	Incorrect. A database is a structured collection of data.

	I will be able to explain what an information asset is.
	2 Data Protection
	Section A: Information Assets

	9
	Why is it important to know the difference between
threats, vulnerabilities, and attacks?

	to intentionally exploit system weaknesses

to recognize potential mistakes and prevent them

to perform malicious activities online

to protect only personal data

	Correct. It is important to know the difference between threats, vulnerabilities, and attacks so that we can recognize potential mistakes and prevent them.
	Incorrect. It is important to know the difference between threats, vulnerabilities, and attacks so that we can recognize potential mistakes and prevent them.

	I will be able to differentiate between threats, vulnerabilities, and attacks.
	2 Data Protection
	Section B: Threats, Vulnerabilities, and Attacks

	10
	Imagine you accidentally leave your car door open
and go inside a local store. What does the open car
door represent?

	an intentional vulnerability

an unintentional threat

a potential threat source

an unintentional vulnerability

	Correct. The open car door represents an unintentional vulnerability.
	Incorrect. The open car door represents an unintentional vulnerability.

	I will be able to differentiate between threats, vulnerabilities, and attacks.
	2 Data Protection
	Section B: Threats, Vulnerabilities, and Attacks

	11
	How is “impact” defined concerning threats
in cybersecurity?
	the probability that an exploitation will occur

the speed at which a threat can cause damage

the potential negative outcome resulting from a threat

the combination of likelihood and risk

	Correct. “Impact” concerning threats in cybersecurity is defined as the potential negative outcome resulting from a threat.
	Incorrect. “Impact” concerning threats in cybersecurity is defined as the potential negative outcome resulting from a threat.

	I will be able to consider the prioritization of the protection of information assets.
	2 Data Protection
	Section C: Protection of Information Assets

	12
	What is the purpose of creating
a prioritized list ranking threats based on risk?

	to plan and address threats more effectively

to calculate the financial loss incurred due to threats

to identify and protect the physical location
of potential threats

to determine the types of data most affected
by specific threats

	Correct. The purpose of creating a prioritized list ranking threats based on risk is to plan and address threats more effectively.
	Incorrect. The purpose of creating a prioritized list ranking threats based on risk is to plan and address threats more effectively.

	I will be able to explain what an information asset is.
	2 Data Protection
	Section C: Protection of Information Assets

	13
	How is social media similar to a billboard?
	They are both forever. 

They are both examples of risky behaviors. 

Depending on security settings, they are both visible to the public. 

They are both free services. 

	Correct. Depending on profile security settings, a social media profile is more public than a
billboard.

	Incorrect. Depending on profile security settings, a social media profile is more public than a
billboard.


	I will be able to understand the risks of my data being online. 
	3 Digital Presence
	Section A: Online and Offline Behavior

	14
	How does anonymity on the internet contribute to risk?
	It allows you to be yourself. 

It allows you to use the internet without revealing your identity.

It allows you to change your profile security settings. 

It allows you to avoid potentially risky behavior.

	Correct. Anonymity allows cyberbullies to operate on social media and other online platforms
without being detected.
	Incorrect. Anonymity allows cyberbullies to operate on social media and other online platforms
without being detected.

	I will be able to understand the risks of my data being online. 
	3 Digital Presence
	Section A: Online and Offline Behavior

	15
	What statement is false?
	Once something is posted online, it’s difficult to take it back. 

Online messaging platforms can be used to bully and exclude others.

Using the internet requires we take responsibility for our actions. 

On the internet, everyone has the right to violate the rights of others. 

	Correct. When taking advantage of your rights on the Internet, it’s important not to violate
someone else’s rights.

	Incorrect. When taking advantage of your rights on the Internet, it’s important not to violate
someone else’s rights.

 
	I will be able to explain how being in an interconnected digital world provides opportunities. 
	3 Digital Presence
	Section B: Our Interconnected World

	16
	Which word means to deliberately provide deceptive information?  
	mistrust 

misinform 

misinterpret 

manipulate 

	Correct. To misinform means to provide deliberately deceptive information intended to mislead or
confuse.

	Incorrect. To misinform means to provide deliberately deceptive information intended to mislead or
confuse.

	I will be able to explain how being in an interconnected digital world provides opportunities. 
	3 Digital Presence
	Section B: Our Interconnected World

	17
	What does it mean to be cyber aware?  
	to report cyberbullying 

to avoid using social media 

to verify a person’s identity 

to keep cybersecurity in mind every day

	Correct. Being cyber aware means being mindful of cybersecurity in day-to-day situations.

	Incorrect. Being cyber aware means being mindful of cybersecurity in day-to-day situations.

	I will be able to explain how personal information is used by attackers to impersonate people online.
	3 Digital Presence
	Section C: Managing Personal Data

	18
	Which is a way to be cyber aware?
	to accept all connection requests 

to set your profile security settings to private 

to make your personal information public 

to include personal information in your social 
media profile 

	Correct. To be cyber aware, set profile security settings to private and make sure that you know
who owns an account before accepting a connection request.

	Incorrect. To be cyber aware, set profile security settings to private and make sure that you know
who owns an account before accepting a connection request.

	I will be able to explain how personal information is used by attackers to impersonate people online.
	3 Digital Presence
	Section C: Managing Personal Data

	19
	What is the main challenge when balancing autonomy and
security in a computer system?

	allowing users to customize settings without risks

granting users full access to security settings

preventing any customization of system settings

ensuring strict access controls without being transparent

	Correct. Balancing autonomy and security can be difficult. There needs to be a balance between users being able to customize settings and knowing they are safe from harm.

	Incorrect. Balancing autonomy and security can be difficult. There needs to be a balance between users being able to customize settings and knowing they are safe from harm.
 

	I will be able to understand transparency, autonomy, resilience, and security in relation to cybersecurity.
	4 Impacts of Your Digital Presence
	Section A: Impacts of Cybersecurity

	20
	What does security aim to protect computer systems from?

	full transparency of security measures

unauthorized access and cyberattacks

unlimited user autonomy

lack of resilience in the face of cyber threats

	Correct. Security aims to protect unauthorized access, cyberattacks, and potential damage.

	Incorrect. Security aims to protect unauthorized access, cyberattacks, and potential damage.


	I will be able to understand transparency, autonomy, resilience, and security in relation to cybersecurity.
	4 Impacts of Your Digital Presence
	Section A: Impacts of Cybersecurity

	21
	What are trackers and cookies in the context of digital
footprints?

	personalized, online data storage bins

legitimate and useful downloadable files

programs to enhance website functionality

programs used to track users’ behavior

	Correct. Trackers and cookies are programs embedded in webpages or files that track users’ online activities,
often used for building user profiles.

	Incorrect. Trackers and cookies are programs embedded in webpages or files that track users’ online activities,
often used for building user profiles.

	I will be able to explain the risks and impacts of leaving a digital footprint.
	4 Impacts of Your Digital Presence
	Section B: Our Digital Footprint 

	22
	Why is control over your data considered essential to personal
data security?

	It gives you the right to correct or delete data.

It allows users to see any profile data they wish.

It gives companies the ability to sell your data.

It prevents companies from collecting data.

	
	Correct. Control over your data, including the right to correct or delete it, is crucial for personal data security.
This allows individuals to have authority over their digital footprint.

	Incorrect. Control over your data, including the right to correct or delete it, is crucial for personal data security.
This allows individuals to have authority over their digital footprint.

	I will be able to explain the risks and impacts of leaving a digital footprint.
	4 Impacts of Your Digital Presence
	Section B: Our Digital Footprint

	23
	What potential impact does the theft of intellectual property have on organizations?

	It improves collaboration amongst organizations.

It increases autonomy for all users.

It enhances security measures for employees.

It increases the threat of cybercriminals leaking data.

	Correct. The theft of intellectual property can lead to significant impacts on organizations, including
cybercriminals threatening to leak or sell sensitive data unless a ransom is paid.

	Incorrect. The theft of intellectual property can lead to significant impacts on organizations, including
cybercriminals threatening to leak or sell sensitive data unless a ransom is paid.

	I will be able to understand the critical components of using intellectual property.
	4 Impacts of Your Digital Presence
	Section C: Intellectual Property

	24
	In the context of intellectual property, what is considered legal
and ethical use?
	using open-source or copyleft-licensed material in your own work

sharing any content freely among all of your friends

downloading content without considering who owns it

using any content available on the internet

	Correct. Legal and ethical use of intellectual property involves using open-source or copyleft-licensed content.

	Incorrect. Legal and ethical use of intellectual property involves using open-source or copyleft-licensed content.


	I will be able to understand the critical components of using intellectual property.
	4 Impacts of Your Digital Presence
	Section C: Intellectual Property

	25
	What type of threat source is insecure software?
	a third-party threat

a script kiddie

an advanced persistent threat (APT)

an external threat

	Correct. A third-party threat is a type of insider threat. It can include insecure software or a company’s
vendors or partners that have access to the organization’s network but have poor security.

	Incorrect. A third-party threat is a type of insider threat. It can include insecure software or a company’s
vendors or partners that have access to the organization’s network but have poor security.

	I will be able to understand and evaluate different threat sources.
	5 Risk Assessments
	Section A: Understanding Threat Sources

	26
	Which type of threat source is most likely to develop new tools in order to carry out an attack?

	a script kiddie

an advanced persistent threat (APT)

a company’s partner

a disgruntled employee

	Correct. An APT likely has the ability to develop new tools, making them more difficult to defend against.

	Incorrect. An APT likely has the ability to develop new tools, making them more difficult to defend against.

	I will be able to understand and evaluate different threat sources.
	5 Risk Assessments
	Section A: Understanding Threat Sources

	27
	What is an effective tool for identifying cybersecurity vulnerabilities?
	a vulnerability scanner

a Common Vulnerabilities and Exposures (CVE) record

vulnerability remediation

a security guard

	Correct. A vulnerability scanner is one of the most effective tools for identifying and eliminating cybersecurity vulnerabilities.

	Incorrect. A vulnerability scanner is one of the most effective tools for identifying and eliminating cybersecurity vulnerabilities.


	I will be able to understand standard cybersecurity testing and assessments.
	5 Risk Assessments
	Section B: Cybersecurity Assessments 

	28
	What factors are most important when identifying cybersecurity
priorities?

	speed and ease of use

risk level and cost

risk level and size of the company

speed and cost

	Correct. Priorities are usually decided based on risk level and cost.

	Incorrect. Priorities are usually decided based on risk level and cost.


	I will be able to understand standard cybersecurity testing and assessments.
	5 Risk Assessments
	Section B: Cybersecurity Assessments

	29
	If an attack has a 65% chance of occurring each year and would cost the
company 10,000 SAR, how much should the company spend in order to get a 100% return on investment each year?

	4,000 SAR

6,500 SAR

10,000 SAR

650 SAR

	Correct. The company should spend up to 6,500 SAR to get a 100% return on investment (ROI).

	Incorrect. The company should spend up to 6,500 SAR to get a 100% return on investment (ROI).


	I will be able to understand how cybersecurity protections are evaluated and prioritized.
	5 Risk Assessments
	Section C: Evaluating Cybersecurity Protections

	30
	An attack has a 10% chance of occurring each year and is likely to cost
the company 4,000 SAR. The solution would cost the company 4,250 SAR.
Should they invest in the solution?

	yes

no
	Correct. The cost of a cybersecurity solution is greater than the potential cost of the attack, and the
chance of an attack is very low.

	Incorrect. The cost of a cybersecurity solution is greater than the potential cost of the attack, and the
chance of an attack is very low.


	I will be able to understand how cybersecurity protections are evaluated and prioritized.
	5 Risk Assessments
	Section C: Evaluating Cybersecurity Protections

	31
	What aspect of the CIA triad does a distributed denial-of-service (DDoS)
attack impact?

	availability

support

integrity

confidentiality

	Correct. A distributed denial-of-service (DDoS) attack primarily impacts data availability. The goal of a DDoS attack is to disrupt normal functioning and make resources unavailable to users.

	Incorrect. A distributed denial-of-service (DDoS) attack primarily impacts data availability. The goal of a DDoS attack is to disrupt normal functioning and make resources unavailable to users.

	I will be able to understand confidentiality, integrity, and availability and identify some of the main threats to the CIA triad. 
	6 The CIA Triad
	Section A: Introduction to the CIA Triad

	32
	Which statement about the CIA triad is true?
	Cybersecurity threats only impact one principle at a time.

Companies are immune to threats targeting only one or two principles.

The CIA triad is not something companies need to spend time focusing on.

A threat that targets only one or two of the three principles can be
damaging.

	Correct. Any impact on one or more of the CIA triad principles can have severe repercussions for a company.

	Incorrect. Any impact on one or more of the CIA triad principles can have severe repercussions for a company.


	I will be able to understand confidentiality, integrity, and availability and identify some of the main threats to the CIA triad. 
	6 The CIA Triad
	Section A: Introduction to the CIA Triad

	33
	What does availability mean in the context of the CIA triad?
	ensuring data is kept confidential at all times

protecting data from unauthorized modifications

ensuring data or services are accessible and usable when needed by
legitimate users

preventing data breaches and unauthorized access

	Correct. Availability in cybersecurity refers to making sure that data or services are accessible and usable whenever authorized users need them. It focuses on preventing disruptions or downtime that could impact the availability of resources.

	Incorrect. Availability in cybersecurity refers to making sure that data or services are accessible and usable whenever authorized users need them. It focuses on preventing disruptions or downtime that could impact the availability of resources.

	I will be able to distinguish between threats to the CIA triad that are intentional and unintentional.
	6 The CIA Triad
	Section B: CIA Triad Threats 

	34
	Which of the following cybersecurity threats poses a direct threat to
data confidentiality?

	a power outage at a data center

a ransomware attack 
encrypting data

a magnet wiping data

a DDoS attack

	Correct. A ransomware attack that encrypts data poses a direct threat to data confidentiality by potentially using, selling, or exposing the data.

	Incorrect. A ransomware attack that encrypts data poses a direct threat to data confidentiality by potentially using, selling, or exposing the data.

	I will be able to distinguish between threats to the CIA triad that are intentional and unintentional.
	6 The CIA Triad
	Section B: CIA Triad Threats

	35
	What role does a cybersecurity architect have within an organization’s
cybersecurity framework?

	operating at the board level

managing access controls

creating digital signatures

designing defenses against specific threats

	Correct. Redundancy only goes so far, and an organization may need defenses against specific threats. A
cybersecurity architect has the capabilities to design and oversee the development and implementation of cybersecurity systems.

	Incorrect. Redundancy only goes so far, and an organization may need defenses against specific threats. A
cybersecurity architect has the capabilities to design and oversee the development and implementation of cybersecurity systems.


	I will be able to evaluate different methods of protecting information systems. 
	6 The CIA Triad
	Section C: Protecting the CIA Triad

	36
	How do digital signatures contribute to data integrity and authenticity?

	They rely on knowledge of the correct password.

They prevent any modifications to data, even by authorized users.

They use cryptography to ensure authenticity and integrity of a message.

They encrypt data to ensure readability.

	Correct. Digital signatures use public key cryptography, ensuring data authenticity and integrity by requiring knowledge of the correct private key for generating a valid digital signature.

	Incorrect. Digital signatures use public key cryptography, ensuring data authenticity and integrity by requiring knowledge of the correct private key for generating a valid digital signature.

	I will be able to evaluate different methods of protecting information systems. 
	6 The CIA Triad
	Section C: Protecting the CIA Triad

	37
	How does end-to-end encryption benefit personal privacy in
messaging apps?

	It allows the company to eavesdrop on users’ conversations.

It makes conversations open to eavesdropping.

It prevents anyone from eavesdropping.

It allows eavesdropping by law.

	Correct. The main benefit of end-to-end encryption is that it makes it impossible for anyone – even the company that created the messaging app – to eavesdrop on users’ conversations.

	Incorrect. The main benefit of end-to-end encryption is that it makes it impossible for anyone – even the company that created the messaging app – to eavesdrop on users’ conversations.


	I will be able to evaluate CIA trade-offs, including privacy versus convenience and usability.
	7 CIA Impacts
	Section A: CIA Trade-offs

	38
	What is important to consider when implementing
cybersecurity defenses?

	individuals and organizations

ignoring potential costs

the benefits against trade-offs like privacy and usability impacts

avoiding trade-offs

	Correct. Cybersecurity decisions should weigh the benefits against considerations such as personal
privacy, usability impacts, and the potential costs of security.

	Incorrect. Cybersecurity decisions should weigh the benefits against considerations such as personal
privacy, usability impacts, and the potential costs of security.


	I will be able to evaluate CIA trade-offs, including privacy versus convenience and usability.
	7 CIA Impacts
	Section A: CIA Trade-offs

	39
	What is the aim of the Personal Data Protection Law (PDPL) in
the Kingdom of Saudi Arabia?
	to encourage sharing of personal data

to limit individuals’ rights regarding their personal data

to provide individuals with access to their personal data

to provide individuals with rights regarding their personal data


	Correct. The Personal Data Protection Law (PDPL) gives individuals, known as data subjects, various rights regarding their personal data.

	Incorrect. The Personal Data Protection Law (PDPL) gives individuals, known as data subjects, various rights regarding their personal data.


	I will be able to explain how global differences in the law impact the CIA triad.
	7 CIA Impacts
	Section B: CIA Globally 

	40
	Why is it important to understand data protection laws in
different areas?
	to break data protection and privacy laws intentionally

to protect personal data and comply with the law

to limit data available to individuals

to encourage data breaches for strategic purposes

	Correct. It’s important to understand the laws in your area both to protect your own data and to be able
to follow the laws in the future.

	Incorrect. It’s important to understand the laws in your area both to protect your own data and to be able
to follow the laws in the future.


	I will be able to explain how global differences in the law impact the CIA triad.
	7 CIA Impacts
	Section B: CIA Globally

	41
	Which of the following is not a stage during the management of
an incident?

	identification

containment

eradication

lessons learned

	Correct. After the threat has been eradicated, the IRT performs a retrospective in the lessons learned
phase. The lessons learned phase happens after the management of an incident, not during it.

	Incorrect. After the threat has been eradicated, the IRT performs a retrospective in the lessons learned
phase. The lessons learned phase happens after the management of an incident, not during it.

	I will be able to describe the incident response process.
	7 CIA Impacts
	Section C: Incident Response for CIA

	42
	Which of the following is an example of fixing a root cause after
a cyberattack in the incident response process?


	confirming that the attack is not a false alarm

patching a vulnerability in the system that an attacker used

restoring affected systems back to normal operations

managing the spread of infection through the organization’s IT
systems

	Correct. During this stage, they might try to identify and fix the root cause of the incident, such as a
vulnerability that an attacker exploited to gain access.

	Incorrect. During this stage, they might try to identify and fix the root cause of the incident, such as a
vulnerability that an attacker exploited to gain access.


	I will be able to describe the incident response process.
	7 CIA Impacts
	Section C: Incident Response for CIA

	43
	What do cyber defenders aim to do?

	create new vulnerabilities

block cyberattacks

create state-of-the-art threats

write malware

	Correct. Cyber defenders work to block, contain, and remediate attacks against their systems.

	Incorrect. Cyber defenders work to block, contain, and remediate attacks against their systems.

	I will be able to talk about life before the internet and evaluate the impact the internet has had on society. 
	8 Cyber is Global
	Section A: Cyber Evolution

	44
	How does AI impact cybersecurity?
	It can act like a cyber attacker.

It can act like a cyber defender.

It can identify a threat to a system.

All choices are correct.

	Correct. Generative AI tools such as ChatGPT can write phishing emails or malware, and AI also has
the potential to efficiently detect, investigate, and remediate cyberattacks against an
organization’s systems.

	Incorrect. Generative AI tools such as ChatGPT can write phishing emails or malware, and AI also has
the potential to efficiently detect, investigate, and remediate cyberattacks against an
organization’s systems.

	I will be able to talk about life before the internet and evaluate the impact the internet has had on society. 
	8 Cyber is Global
	Section A: Cyber Evolution

	45
	What type of attacks do hacktivists often perform?

	ransomware attacks

phishing attacks

distributed denial-of-service (DDoS) attacks

malware attacks

	Correct. Hacktivists often perform distributed denial-of service (DDoS) and similar attacks designed to
knock computer systems offline.

	Incorrect. Hacktivists often perform distributed denial-of service (DDoS) and similar attacks designed to
knock computer systems offline.

	I will be able to describe how cyber became global. 
	8 Cyber is Global
	Section B: Global Evolution of Cyber 

	46
	In cyberwarfare, who carries out cyberattacks in a
war?

	independent hackers

government-backed hacking groups

corporations

state governments

	Correct. Cyberwarfare involves cyberattacks carried out by a hacking group affiliated with a
government as part of a war effort.

	Incorrect. Cyberwarfare involves cyberattacks carried out by a hacking group affiliated with a
government as part of a war effort.


	I will be able to describe how cyber became global. 
	8 Cyber is Global
	Section B: Global Evolution of Cyber

	47
	What is a consequence of the internet having single points of failure?

	improved interconnectivity

reduced security challenges

cascading effects

improved cybersecurity


	Correct. Failures or issues in one area can have cascading effects, especially when there are
single points of failure.

	Incorrect. Failures or issues in one area can have cascading effects, especially when there are
single points of failure.

	I will be able to explain challenges and side effects associated with global connectivity. 
	8 Cyber is Global
	Section C: Challenges of Global Connectivity

	48
	What is the role of a digital forensics specialist?
	to raise awareness of cyber threats

to investigate cyberattacks

to promote global connectivity

to attempt to prevent all cyberattacks from occurring in
the future

	Correct. Digital forensics specialists investigate how a cyberattack happened, enabling organizations
to restore normal operations and work to prevent similar incidents from occurring in the
future.

	Incorrect. Digital forensics specialists investigate how a cyberattack happened, enabling organizations
to restore normal operations and work to prevent similar incidents from occurring in the
future.

	I will be able to explain challenges and side effects associated with global connectivity. 
	8 Cyber is Global
	Section C: Challenges of Global Connectivity

	49
	What is the goal of a botnet attack?

	to make the attacker famous

to increase traffic speeds

to make websites unreachable

to improve network performance

	Correct. The goal of these attacks is to bring the target offline or make it unavailable to legitimate users.

	Incorrect. The goal of these attacks is to bring the target offline or make it unavailable to legitimate users.


	I will be able to explain how insecure devices can have a global impact on cybersecurity.
	9 Global Trends and Impacts
	Section A: IoT Devices

	50
	What is the main risk of insecure IoT devices?
	They lack efficiency.

They are convenient.

They can allow sensitive data to be stolen.

They expose vulnerabilities in software.

	Correct. IoT devices collect large amounts of sensitive data that cybercriminals can steal, and internet-connected devices control critical infrastructure.

	Incorrect. IoT devices collect large amounts of sensitive data that cybercriminals can steal, and internet-connected devices control critical infrastructure.

	I will be able to explain how insecure devices can have a global impact on cybersecurity.
	9 Global Trends and Impacts
	Section A: IoT Devices

	51
	What is an example of a negative impact of the global internet on
privacy and security?

	limited data collection and processing

extended privacy protections to a wider group of people

uniform privacy laws worldwide

lack of agreement on cybersecurity regulations

	Correct. The global nature of the internet has a negative impact on privacy and security. This is especially true when different jurisdictions can’t agree on the laws or protections that they want to implement.

	Incorrect. The global nature of the internet has a negative impact on privacy and security. This is especially true when different jurisdictions can’t agree on the laws or protections that they want to implement.


	I will be able to explain how cybersecurity correlates with privacy considerations.
	9 Global Trends and Impacts
	Section B: Privacy Considerations 

	52
	What issues do the global internet and inconsistent regulation cause in
IoT security?

	increased privacy protection

lack of consistent security standards

free services

companies specializing solely in collecting data

	Correct. The state of IoT security is another example of where globalization and the lack of consistent regulation creates significant issues. In many places, organizations are just starting to implement minimum standards for cybersecurity and privacy protection for IoT devices and other products, but we are not yet at a place where there are consistent standards worldwide.

	Incorrect. The state of IoT security is another example of where globalization and the lack of consistent regulation creates significant issues. In many places, organizations are just starting to implement minimum standards for cybersecurity and privacy protection for IoT devices and other products, but we are not yet at a place where there are consistent standards worldwide.

	I will be able to explain how cybersecurity correlates with privacy considerations.
	9 Global Trends and Impacts
	Section B: Privacy Considerations

	53
	What is a key aspect of zero trust security models?
	applying trust in access management

unlimited access controls

tightening access controls

minimum compliance

	Correct. Many companies are working to adopt zero trust security models, which tighten access controls to prevent cyberattacks.

	Incorrect. Many companies are working to adopt zero trust security models, which tighten access controls to prevent cyberattacks.

	I will be able to analyze how nations can work together on critical cybersecurity matters.
	9 Global Trends and Impacts
	Section C: Working Together for Cybersecurity
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	What is a part of NATO’s core mission of deterrence and defense?

	cyber defense

cultural exchange

promoting local infrastructure

economic development

	Correct. The North Atlantic Treaty Organization (NATO) acknowledges cyber defense as part of its core mission of deterrence and defense.

	Incorrect. The North Atlantic Treaty Organization (NATO) acknowledges cyber defense as part of its core mission of deterrence and defense.

	I will be able to analyze how nations can work together on critical cybersecurity matters.
	9 Global Trends and Impacts
	Section C: Working Together for Cybersecurity

	55
	What tasks can Internet of Things (IoT) devices do in organizations?

	directly interact with users

act as security systems

monitor physical processes

host databases

	Correct. Internet of Things (IoT) devices can interact with the physical world, monitoring activity or managing physical processes, such as manufacturing or the power grid.

	Incorrect. Internet of Things (IoT) devices can interact with the physical world, monitoring activity or managing physical processes, such as manufacturing or the power grid. 

	I will be able to describe a complex system in relation to cybersecurity. 
	10 Challenges of Interconnected Systems
	Section A: Complex Systems
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	What happens if a security team is unfamiliar with how a system works?


	They are unable to learn how it works.

It becomes difficult for them to prevent disruption to the system.

It increases the complexity of the system.

The team is unable to interact with each other.

	Correct. If a security team doesn’t understand how a system is supposed to work, it will be much more difficult to prevent any disruption to the system.

	Incorrect. If a security team doesn’t understand how a system is supposed to work, it will be much more difficult to prevent any disruption to the system.

	I will be able to describe a complex system in relation to cybersecurity.
	10 Challenges of Interconnected Systems
	Section A: Complex Systems
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	How can an attacker exploit a vulnerability in software?
	by creating attack vectors

by installing additional security measures

by using it to steal sensitive data or crash the application

by using it to steal sensitive data or crash the application

	Correct. An attacker who identifies a vulnerability can use it to their advantage. By exploiting the vulnerability, the attacker might be able to steal sensitive data or cause the application to crash.

	Incorrect. An attacker who identifies a vulnerability can use it to their advantage. By exploiting the vulnerability, the attacker might be able to steal sensitive data or cause the application to crash.


	I will be able to explain how complexity impacts the failure of cybersystems. 
	10 Challenges of Interconnected Systems
	Section B: Impacts of Complex Systems
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	How did the attacker trick the misconfigured WAF in the bank attack?

	She tricked the WAF into defending itself.

She tricked the WAF into disconnecting itself from the web application.

She tricked the WAF into performing requests on her behalf.

She tricked the AWS into making a request to the WAF.


	Correct. The attacker was able to trick the WAF into performing requests on her behalf to the organization’s Amazon Web Services (AWS) environment.

	Incorrect. The attacker was able to trick the WAF into performing requests on her behalf to the organization’s Amazon Web Services (AWS) environment.


	I will be able to explain how complexity impacts the failure of cybersystems. 
	10 Challenges of Interconnected Systems
	Section B: Impacts of Complex Systems
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	What is the role of an Identity and Access Management (IAM) Specialist?

	designing and implementing supply chain attacks

outsourcing cybersecurity practices to third parties

minimizing access for all users

deciding what access and permissions each role in the organization
can have

	Correct. IAM Architects are responsible for designing an organization’s IAM system from scratch. This includes defining the various roles within an organization and deciding what access and permissions are required for each role.

	Incorrect. IAM Architects are responsible for designing an organization’s IAM system from scratch. This includes defining the various roles within an organization and deciding what access and permissions are required for each role.

	I will be able to describe how third-party dependence can lead to cybersecurity challenges.
	10 Challenges of Interconnected Systems
	Section C: Interconnectivity and Third-party Dependence
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	Why is minimizing access important in IAM systems?


	to enhance third-party cybersecurity

to maximize data security

to allow employees privileges

to maximize potential attack vectors

	Correct. Minimizing access helps to increase the security of data.

	Incorrect. Minimizing access helps to increase the security of data.


	I will be able to describe how third-party dependence can lead to cybersecurity challenges.
	10 Challenges of Interconnected Systems
	Section C: Interconnectivity and Third-party Dependence
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	Which plan is designed to ensure that a company can
continue operating and restore normal operations in
case of an incident?

	cybersecurity protocol

redundancy plan

IT infrastructure plan

business continuity and disaster recovery (BCDR) plan

	Correct. Companies commonly develop a business continuity and disaster recovery (BCDR) plan, designed to ensure that the company can continue operating if something goes wrong and can restore normal operations as quickly as possible.

	Incorrect. Companies commonly develop a business continuity and disaster recovery (BCDR) plan, designed to ensure that the company can continue operating if something goes wrong and can restore normal operations as quickly as possible.

	I will be able to identify the ways in which natural events and unintentional errors can cause a system to fail.
	11 Cyber Complexity Impacts
	Section A: Natural Cybersecurity Disasters
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	What distinguishes natural events from cyberattacks?


	lack of intent

IT infrastructure

redundancy planning

business continuity planning

	Correct. A natural event, like a tree falling on a cable, has no malicious intent behind it.

	Incorrect. A natural event, like a tree falling on a cable, has no malicious intent behind it.


	I will be able to identify the ways in which natural events and unintentional errors can cause a system to fail.
	11 Cyber Complexity Impacts
	Section A: Natural Cybersecurity Disasters

	63
	Why is addressing a cyberattack often more challenging than dealing with natural events?

	lack of technological solutions

constant evolution and sophistication

limited impact on IT systems

an absence of an intelligent adversary

	Correct. Cyberattacks are constantly evolving and growing more sophisticated.

	Incorrect. Cyberattacks are constantly evolving and growing more sophisticated.


	I will be able to analyze how adversaries exploit the complexity of the internet to their advantage.
	11 Cyber Complexity Impacts
	Section B: Human-driven Cyberattacks
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	What do cybersecurity researchers do when a new cyber threat is discovered?


	They develop ways to exploit it.

They develop detection methods.

They recreate previous techniques.

They overcome the latest defenses.

	Correct. When a new cyber threat is discovered, cybersecurity researchers investigate it and develop a way to detect and hopefully prevent it.

	Incorrect. When a new cyber threat is discovered, cybersecurity researchers investigate it and develop a way to detect and hopefully prevent it.

	I will be able to analyze how adversaries exploit the complexity of the internet to their advantage.
	11 Cyber Complexity Impacts
	Section B: Human-driven Cyberattacks

	65
	How is AI helpful for cybersecurity teams?

	It develops human collaboration tools.

It analyzes digital forensics.

It analyzes large amounts of information.

It creates phishing emails for attackers.

	Correct. AI has the ability to analyze large amounts of information, which could be a helpful tool for cybersecurity teams.

	Incorrect. AI has the ability to analyze large amounts of information, which could be a helpful tool for cybersecurity teams.


	I will be able to identify how cybersecurity jobs and careers have changed due to adversaries using the internet.
	11 Cyber Complexity Impacts
	Section C: Career Impacts
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	What do data scientists and machine learning experts contribute to the future of cybersecurity?

	They develop AI for cyber offense.

They make sure the latest generation of tools is secure and effective.

They investigate cybercrimes.

They train and develop other cyber defenders.

	Correct. Data scientists and machine learning experts will also play a key role in the future of cybersecurity, ensuring that the latest generation of tools works as intended and is secure against attack.

	Incorrect. Data scientists and machine learning experts will also play a key role in the future of cybersecurity, ensuring that the latest generation of tools works as intended and is secure against attack.


	I will be able to identify how cybersecurity jobs and careers have changed due to adversaries using the internet.
	11 Cyber Complexity Impacts
	Section C: Career Impacts
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	Within an organization, who should receive security awareness
training?

	Only people who work with clients need security awareness training.

Only people who work with sensitive software programs need security
awareness training.

Everyone should receive some sort of security awareness training.

Only leadership teams need security awareness training.

	Correct. Security awareness training programs are for everyone. Every role within an organization
is susceptible to a cybersecurity incident, so it is important for each person to know their
responsibilities. 

	Incorrect. Security awareness training programs are for everyone. Every role within an organization
is susceptible to a cybersecurity incident, so it is important for each person to know their
responsibilities. 

	I will be able to analyze the importance of investing in cybersecurity. 
	12 Economic Value of Cybersecurity 
	Section A: Cybersecurity Investment
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	What is the drawback of insurance covering the cost of recovering from
a data breach?

	increased financial burden on the organization

greater incentive for strong security investment

a drain on the organization’s budget

reduced motivation for cybersecurity measures

	Correct. Misaligned incentives, where it is cheaper for a company to be hacked and submit an insurance claim for the losses than to invest in strong security, are one reason why many companies underinvest in security.

	Incorrect. Misaligned incentives, where it is cheaper for a company to be hacked and submit an insurance claim for the losses than to invest in strong security, are one reason why many companies underinvest in security.

	I will be able to analyze the importance of investing in cybersecurity. 
	12 Economic Value of Cybersecurity
	Section A: Cybersecurity Investment
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	What is security by design?

	a documented security-related event or incident

making money from people who visit a website

a proactive approach to cybersecurity that integrates security measures into systems from the start

a cybersecurity solution that detects and prevents data breaches


	Correct. Security by design is a proactive approach to cybersecurity that integrates security measures into systems from the start.

	Incorrect. Security by design is a proactive approach to cybersecurity that integrates security measures into systems from the start.


	I will be able to explain how economic forces influence the cybersecurity choices.
	12 Economic Value of Cybersecurity
	Section B: Security by Design 
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	What is the importance of implementing security by design?

	releasing security systems as soon as possible

encouraging small fines for data breaches

reducing costs for organizations

prioritizing features over customer satisfaction

	Correct. By defining security requirements from the start, automating security testing, and attempting to find and fix vulnerabilities earlier in the development process, these initiatives attempt to reduce the cost of security for organizations.

	Incorrect. By defining security requirements from the start, automating security testing, and attempting to find and fix vulnerabilities earlier in the development process, these initiatives attempt to reduce the cost of security for organizations.

	I will be able to explain how economic forces influence the cybersecurity choices.
	12 Economic Value of Cybersecurity
	Section B: Security by Design
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	How do many tech businesses monetize their customers?
	They collect and sell their customers’ data.

They advertise to customers.

They ask customers for money.

They reduce their customer base.


	Correct. A common practice in the tech industry is to monetize the customers. When you use a “free” social media platform or other website, it collects data about you. This data can be collected into profiles and sold to advertisers, politicians, and other interested parties.

	Incorrect. A common practice in the tech industry is to monetize the customers. When you use a “free” social media platform or other website, it collects data about you. This data can be collected into profiles and sold to advertisers, politicians, and other interested parties.

	I will be able to identify how economics shapes the choices made by consumers.
	12 Economic Value of Cybersecurity
	Section C: Consumer Economics
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	What can consumers do to influence better privacy and security
decisions by businesses?

	focus solely on functionality and features

ignore the terms and conditions

base purchase decisions on security considerations

ignore the company’s security record


	Correct. Consumers can make purchase decisions based on security. Instead of focusing solely on the functionality and features provided by a product, it’s also important to consider the company’s security record, Terms and Conditions, and other factors that can have an impact on the security and use of a customer’s personal data.

	Incorrect. Consumers can make purchase decisions based on security. Instead of focusing solely on the functionality and features provided by a product, it’s also important to consider the company’s security record, Terms and Conditions, and other factors that can have an impact on the security and use of a customer’s personal data.

	I will be able to identify how economics shapes the choices made by consumers.
	12 Economic Value of Cybersecurity
	Section C: Consumer Economics



