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Reflect and Answer 
Module 1 Section A
Step 1: Think.
• Think about what you learned in this section.
• What critical infrastructure was identified earlier in this section?
• Which do you think is the most important to protect?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How does cybersecurity impact people’s lives?




Reflect and Answer 
Module 1 Section B
Step 1: Think.
• Think about what you learned in this section.
• Consider how you act ethically at home, at school, and with friends.
• Why is it important to behave online as you would behave in reality?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How do ethics play a part in cybersecurity?




Reflect and Answer 
Module 1 Section C
Step 1: Think.
• Think about what you learned in this section.
• What cybersecurity roles were identified in this section?
• What kind of skills and certifications are needed to work in these roles?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why are cybersecurity jobs important to our world?



Reflect and Answer 
Module 2 Section A
Step 1: Think.
• Think about what you learned in this section.
• Consider the difference between physical and information assets.
• Which assets are most valuable to you and why?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to protect information assets?



Reflect and Answer 
Module 2 Section B
Step 1: Think.
• Think about what you learned in this section.
• Remember the threats you identified earlier in this section.
• Can you think of ways to avoid some of these threats?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can we reduce our vulnerabilities to threats and attacks?



Reflect and Answer 
Module 2 Section C
Step 1: Think.
• Think about what you learned in this section.
• How are likelihood and impact used to calculate risk?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why should organizations prioritize the protection of information assets?



Reflect and Answer 
Module 3 Section A
Step 1: Think.
• Think about what you learned in this section.
• Consider the difference between online and offline behavior.
• Think about the ways you know to reduce risky online behavior.

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can you reduce risky online behavior?


Reflect and Answer 
Module 3 Section B
Step 1: Think.
• Think about what you learned in this section.
• Remember the forms of communication in this section.
• How have our responsibilities changed as our methods of communication evolved?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

What are the pros and cons of being connected?


Reflect and Answer 
Module 3 Section C
Step 1: Think.
• Think about what you learned in this section.
• What personal data should you not publish on your social medial profile?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can we keep ourselves safe online?



Reflect and Answer 
Module 4 Section A
Step 1: Think.
• Think about what you learned in this section.
• What are the four important concepts you learned about in relation to cybersecurity?
• What happens if an organization focuses too much on one of these areas?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to understand transparency, autonomy, resilience, and security in relation to cybersecurity?


Reflect and Answer 
Module 4 Section B
Step 1: Think.
• Think about what you learned in this section.
• Consider the ways websites track and target their users.
• What can you do to avoid being tracked online?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to understand how technology tracks your online navigation?


Reflect and Answer 
Module 4 Section C
Step 1: Think.
• Think about what you learned in this section.
• Consider the kind of digital content you use.
• How can you be sure to use intellectual property responsibly?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to understand who owns digital content?



Reflect and Answer 
Module 5 Section A
Step 1: Think.
• Think about what you learned in this section.
• Consider the difference between external threats and insider threats.
• Think about what motivates criminals and the different reasons they may have for
carrying out an attack.

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it critical to identify threat sources and to understand their motivations?


Reflect and Answer 
Module 5 Section B
Step 1: Think.
• Think about what you learned in this section.
• Remember the security features you identified earlier in this section.
• Can you think of ways to test the effectiveness of these features?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to conduct standard cybersecurity testing?


Reflect and Answer 
Module 5 Section C
Step 1: Think.
• Think about what you learned in this section.
• How can you protect your data from theft. What does it cost?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to consider the cost of cybersecurity protections?



Reflect and Answer 
Module 6 Section A
Step 1: Think.
• Think about what you learned in this section.
• What are the three elements of the CIA triad?
• What happens if any of the elements are compromised?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why are confidentiality, integrity, and availability important in cybersecurity?


Reflect and Answer 
Module 6 Section B
Step 1: Think.
• Think about what you learned in this section.
• What are some common threats to the CIA triad?
• What can we do to minimize these threats?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can we identify threats to the CIA triad?













Reflect and Answer 
Module 6 Section C
Step 1: Think.
• Think about what you learned in this section.
• What are some solutions for maintaining data confidentiality, integrity, and availability?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to protect the CIA triad?



Reflect and Answer 
Module 7 Section A
Step 1: Think.
• Think about what you learned in this section.
• What are some of the positive and negative impacts of cybersecurity?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can we weigh the impacts of cybersecurity?


Reflect and Answer 
Module 7 Section B
Step 1: Think.
• Think about what you learned in this section.
• Which data privacy laws did you read about?
• What aspects of our lives do these laws aim to protect?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why are countries concerned about data protection?













Reflect and Answer 
Module 7 Section C
Step 1: Think.
• Think about what you learned in this section.
• What are the steps in the incident response process?
• What should organizations do before, during, and after an attack?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How do organizations respond to a cyberattack?



Reflect and Answer 
Module 8 Section A
Step 1: Think.
• Think about what you learned in this section.
• How has the internet changed our daily lives and security?
• What are the implications for cybersecurity?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How has cybersecurity evolved with the advancement of technology?


Reflect and Answer 
Module 8 Section B
Step 1: Think.
• Think about what you learned in this section.
• What are the motivations behind different hacker groups?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How has the nature of cyberattacks changed over the years from early hackers to modern cybercriminals?













Reflect and Answer 
Module 8 Section C
Step 1: Think.
• Think about what you learned in this section.
• What are some of the advantages and disadvantages of being connected?
• What security challenges has interconnectivity created?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

What are the cybersecurity challenges and impacts of today’s global connectivity?



Reflect and Answer 
Module 9 Section A
Step 1: Think.
• Think about what you learned in this section.
• Consider the security of IoT devices at home and in organizations.
• How can we ensure that IoT devices are secure against cyber threats?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to mitigate the potential risks IoT devices pose to global security?


Reflect and Answer 
Module 9 Section B
Step 1: Think.
• Think about what you learned in this section.
• Think about data collection and user privacy on the internet.
• What do businesses and organizations need to do to operate globally?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can privacy laws across the world impact global businesses and organizations?












Reflect and Answer 
Module 9 Section C
Step 1: Think.
• Think about what you learned in this section.
• In what ways can working together increase global cybersecurity and in what ways can it
cause issues?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can working together both help and hinder cybersecurity?



Reflect and Answer 
Module 10 Section A
Step 1: Think.
• Think about what you learned in this section.
• What technological changes and innovations did you learn about?
• How did these changes affect an organization’s IT environment?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How have IT environments evolved over time?


Reflect and Answer 
Module 10 Section B
Step 1: Think.
• Think about what you learned in this section.
• What common security challenges do organizations face?
• What can they do to secure their networks?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can organizations overcome the challenge of securing their computer networks?












Reflect and Answer 
Module 10 Section C
Step 1: Think.
• Think about what you learned in this section.
• What aspects of th internet create security risks for an organization?
• How do third-party suppliers introduce additional security risks?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How do the internet and third-party dependencies affect the security of an IT environment?



Reflect and Answer 
Module 11 Section A
Step 1: Think.
• Think about what you learned in this section.
• Consider the steps organizations can take to mitigate any cyber threats which are not
caused by a human adversary.

Step 2: Write.
Now answer the Essential Question in 100–150 words:

What impact can natural events and unintentional errors have on cybersecurity?


Reflect and Answer 
Module 11 Section B
Step 1: Think.
• Think about what you learned in this section.
• Think about how human adversaries can work against cyber defense teams.
• How might differences between natural events and human-driven cyberattacks impact
defense strategies?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

What are the main differences between addressing natural events and human-driven cyberattacks?












Reflect and Answer 
Module 11 Section C
Step 1: Think.
• Think about what you learned in this section.
• Consider the different roles available in cybersecurity.
• How do professionals in this field need to adapt to evolving threats?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How is the field of cybersecurity evolving as a result of new innovations?



Reflect and Answer 
Module 12 Section A
Step 1: Think.
• Think about what you learned in this section.
• Consider the pros and cons of investing in cybersecurity measures.
• What else do organizations need to know to make decisions about cybersecurity spending?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

What do organizations need to consider when allocating budgets for cybersecurity?


Reflect and Answer 
Module 12 Section B
Step 1: Think.
• Think about what you learned in this section.
• What are some approaches to building security into software?
• What are the advantages of using these approaches?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

Why is it important to build security into the design process?













Reflect and Answer 

Module 12 Section C
Step 1: Think.
• Think about what you learned in this section.
• Consider the role customers play in shaping businesses.
• What can customers do to demand better security?

Step 2: Write.
Now answer the Essential Question in 100–150 words:

How can customers influence businesses to make better privacy and security decisions?
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